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About this Guide

This document is a guide to deploying a WatchGuard Mobile VPN License Server and using it to
manage WatchGuard Mobile VPN licenses. For the most recent product documentation, see the
WatchGuard web site at:

http://www.watchguard.com/help/documentation/.

Information in this guide is subject to change without notice. Companies, hames, and data used in
examples herein are fictitious unless otherwise noted. No part of this guide may be reproduced or
transmitted in any form or by any means, electronic or mechanical, for any purpose, without the

express written permission of

WatchGuard Technologies, Inc.
and NCP engineering GmbH.

About WatchGuard

WatchGuard offers affordable, all-in-one network and con-
tent security solutions that provide defense-in-depth and
help meet regulatory compliance requirements. The
WatchGuard Mobile VPN line enables secure IPsec VPN tun-
nels to be established to any Watchguard XTM network se-
curity appliance, and protects the associated personal com-
puter with a firewall. WatchGuard extensible solutions scale
to offer right-sized security ranging from small businesses to
enterprises with 10,000+ employees. WatchGuard builds
simple, reliable, and robust security appliances featuring fast
implementation and comprehensive management and re-
porting tools. Enterprises throughout the world rely on
WatchGuard signature red boxes to maximize security with-
out sacrificing efficiency and productivity.

For more information, please call 206.613.6600 or visit
www.watchguard.com.

Copyright, Trademark, and Patent Information

Address

505 Fifth Avenue South

Suite 500

Seattle, WA 98104

Support
www.watchguard.com/support

U. S. and Canada:
+877.232.3531

All Other Countries:
+1.206.521.3575

Sales

U.S. and Canada:
+1.800.734.9905

All Other Countries:
+1.206.613.0895

Copyright © 2019: NCP engineering GmbH. All rights reserved. All trademarks or trade names
men-tioned herein, if any, are the property of their respective owners.

The WatchGuard Mobile VPN and the WatchGuard Mobile VPN License Server employ
technology developed and owned by NCP and are sold under license by WatchGuard.
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1. Introduction

This manual describes:

e the management and distribution of licenses to large numbers of WatchGuard Mobile VPN (referred to
in this document as Mobile VPN Client(s)):
WatchGuard Mobile VPN — Windows variant
WatchGuard Mobile VPN — Mac OS X variant

o the functionality provided by the WatchGuard Mobile VPN License Server (MVLS) in combination with
those Mobile VPN Clients, and

e the procedures that must be undertaken by Virtual Private Network (VPN) administrators to manage
the Mobile VPN Clients and their associated licenses.

2. Overview

The WatchGuard Mobile VPN License Server can be used to manage the distribution of licenses for the
WatchGuard Mobile VPN Clients. Designed to simplify the management of software licenses for a large num-
ber of Mobile VPN Clients that make use of a VPN infrastructure, the MVLS maintains an inventory of licenses
that have been purchased from WatchGuard, and manages the distribution of those licenses via the VPN to
the respective Clients. By making use of an organization's VPN infrastructure, the licensing transactions be-
tween Client and MVLS are guaranteed to be secure against eavesdropping, tampering or theft.

2.1. WatchGuard Mobile VPN product licenses

Licenses to be managed via a Mobile VPN License Server are purchased from WatchGuard in bundles:
e A bundle is identified by a Bundle ID.

e A bundle contains a Bundle Key and a count of licenses represented by the bundle. The Bundle ID
and Bundle Key are issued by WatchGuard in either paper or electronic form.

o All licenses represented by a bundle are associated with a specific WatchGuard Mobile VPN product:
a specific WatchGuard Mobile VPN Client product and software version
or
a specific WatchGuard Mobile VPN Mac OS Client product and software version

e The information making up a bundle is downloaded from NCP's Activation Server in electronic form.
During an initialization transaction between the Mobile VPN License Server and the NCP Activation
Server, each license represented by the bundle is allocated a unique serial number.

e Each serial number can only bind the license for a specific product and software version of a Mobile
VPN Client for an unspecified period of time.

e The serial number is bound to a specific Mobile VPN Client by running the Software Activation Wizard
at a WatchGuard Mobile VPN Client machine (differences, in the software activation process, between
Windows and Mac OS X variants is minimal),

e The serial number can be unbound from a specific machine, causing the associated license to be
freed-up. That serial number may then be used to license that Client Product/Software Version on a
different machine.

e Licenses, for the same product/software version set, purchased at different times can be merged to-
gether, thereby simplifying the management of an increasing number of Clients over time.
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2.2. Licensing WatchGuard Mobile VPN Clients using the MVLS

Licenses purchased for use with a Mobile VPN License Server are distributed to each WatchGuard Mobile VPN
Client as follows:

e The licensing application — the Mobile VPN License Server - runs on a Microsoft Windows based server. At
all times, the MVLS must be reachable from each Client via a VPN tunnel to the organization's VPN gate-
way.

NOTE: To ensure Clients can always communicate with it, the Mobile VPN License Server must be
permanently connected to the organization's VPN infrastructure, i.e. it should be allocated an IP ad-
dress reachable from the VPN infrastructure's IP subnet. Assignment can be either static at the server
or dynamic via the organization's DNS service; if dynamic, the same DNS service MUST be accessible
by all Client machines that are to be licensed via the MVLS.

NOTE: The Client builds an SSL (Secure Socket Layer) tunnel via the VPN tunnel to the Mobile VPN
License Server. Firewalls and other security devices between the VPN gateway and the MVLS must be
configured to allow traffic to reach port 12503 on the MVLS.

NOTE: As the Mobile VPN License Server must use the Internet to periodically communicate with
NCP's Activation Server over HTTPS, a suitable route through corporate firewalls etc. to NCP's
Activation Server (actsrvl.ncp.de) MUST always be available. Communication is via a Secure Socket
Layer (SSL) VPN Tunnel to the NCP Activation Server, established by the MVLS; an HTTPS Proxy can
be defined and used if necessary.

e The MVLS is administered via a secure web browser based administration interface — the Administration
Web Console (web console). The connection between browser (see prerequisites) and web server (the
MVLS) is secured via the Secure Socket Layer (SSL) protocol.

NOTE: By default, the MVLS web server uses port TCP/20132 for establishing this SSL link.

e The license bundle details provided by WatchGuard are entered into the MVLS database via the web con-
sole.

e After validating the bundle details with the NCP Activation Server and downloading the licenses from Acti-
vation Server to MVLS, an Initialization File is generated at the MVLS.

NOTE: Each Initialization File can only be used to license / activate the WatchGuard Mobile VPN Cli-
ent product defined in the original bundle.

NOTE: The IP address (or fully qualified domain name if DNS is in use) of the MVLS is one of the
items stored in this file. If, for any reason, the IP Address of the MVLS changes in the future, all Cli-
ents licensed via this MVLS (i.e. with the original IP Address) will no longer be able to communicate
with the MVLS and will become un-licensed. Clients that become un-licensed (for whatever reason)
CANNOT establish VPN connections. Thus if there is a chance that the MVLS IP Address is liable to
change in the future, you are advised to allocate a Fully Qualified Domain Name to the MVLS and use
DNS to distribute the IP address to Clients and VPN gateways.

See also

Adding Additional License Bundles

Merging License Bundles for a specific product - Merge Bundles

MVLS Server Outages, Backups and Recovery

and

Changing the MVLS Machine's IP Address - and Licensing Implications
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e The appropriate Initialization File must be downloaded to a portable media (CD/DVD, USB stick etc.) that
can be transported to and used to activate any WatchGuard Mobile VPN Client that can connect to the or-
ganization’s VPN gateway.

e At each Mobile VPN Client machine
o the appropriate WatchGuard Mobile VPN Client software package must be installed, and

o a Connection Profile which establishes a VPN tunnel to the VPN gateway must be tested and
available,

before starting to carry out the licensing process.

e Licensing of each Client using the MVLS should ideally be carried out during the standard 30 day evalua-
tion period (which starts when the Client software is first installed). Activation can be performed later, but
after expiry of the evaluation period a VPN tunnel can be established but only used for licensing / activa-
tion.

e The licensing process at the Mobile VPN Client uses information in the Initialization File, in combination
with information from the MVLS, to bind a serial number to that Mobile VPN Client and license it. The ac-
tual Client licensing / activation is a two-step process:

i. A software activation routine imports the Initialization File from the Client device's file system into
the Client software and the Client is marked as "Ready for Activation" - each Mobile VPN Client
product incorporates a software activation feature, its exact operation is described in section 4.2
below.

ii. The next time the user establishes a tunnel to the VPN gateway, the Client detects the "Ready for
Activation" status and exchanges licensing information with the Mobile VPN License Server. The
Client is only fully licensed when this license details exchange process has been successfully com-
pleted.

e On licensing the Client, the MVLS database is updated with the following details:
o WatchGuard Mobile VPN Client product and SW version number, and
o Client IP address (and optionally its DNS name), and
o serial number bound to that Client.

e The maximum number of Clients that can simultaneously each have a unique serial number bound to
them is equal to the number of licenses purchased in the bundle plus any other bundles that have subse-
quently been merged with that bundle (see section Merge Bundles).

e Once the Client licensing process has successfully completed, that Client can establish and use a VPN
tunnel to the organization’s VPN gateway.

e A serial number may be unbound from a particular Client by using a web console command. The same
Initialization File may then be used to bind that serial number to another Client by re-running the activa-
tion routine at that other Client.

e As the database of Client to serial number bindings is stored at the MVLS, each Client must periodically
check its status at the MVLS, a check that is performed when the Client is connected to the VPN subnet.

¢ When a Client has been unbound from a serial number then use of the VPN tunnel by that Client is re-
stricted to re-licensing the Client (by re-running the activation routine); no other VPN traffic is allowed.
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2.3. MVLS Operational Procedures

There are a number of individual activities that must be undertaken to ensure the trouble-free operation of
the licensing service. These activities must be completely understood and corresponding procedures put in
place before and during installation and commissioning of the MVLS.

2.3.1. Recommended Backup and Restore Procedure.

Details of serial number to Client address bindings are held online at the MVLS.

o If, for any reason, the MVLS fails (system failure causing the MVLS database to be lost), all Clients al-
ready bound to serial numbers will continue to be allowed access to the VPN gateway.

e However, all updates to the MVLS database will have been lost.

Due to this potential for loss of data it is recommended that a backup of the MVLS configuration folder (de-
fault location):

C:\Program Files\WatchGuard\Mobile VPN License Server\config
be performed on a regular basis.
If a MVLS outage occurs which requires a recovery:
e reinstall or recover the OS using standard procedures
¢ reinstall the Mobile VPN License Server software — see section 3

e copy the latest backup of the configuration MVLS folder to:
default location C:\Program Files\WatchGuard\Mobile VPN License Server\config

e The diagram on the next page illustrates details of any Client recovery procedures that might be nec-
essary.
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Clients licensed sequentially over Time

The diagram illustrates Maobile VPN Clients being licensed over time and an unexpected outage occurring on
the MVLS. If backup and recovery procedures have been correctly followed, only those Clients licensed since
the last backup will require re-licensing.

After the MVLS has been restored and is running again:

e Clients with serial numbers up to 00033369 will be able to continue using the VPN without interrup-
tion
e Clients with serial numbers 00033370 and 00033371 must be re-licensed:
o immediately after the MVLS restore they will be able to continue establishing VPN connections
successfully. However, some time later VPN connection establishment will fail as each Client’s
license will have been de-activated at that Client.

o all subsequent attempts at such Clients to establish a VPN tunnel will fail with the “Client not
licensed” message displayed, in red, in the Client Monitor, until the Client is re-licensed

o until they are used to re-license Clients, serial numbers 00033370 and 00033371 will be
marked as “available” in the MVLS web interface Licenses display

o user support procedures should signal the MVLS Outage by issuing instructions to all users to
re-license their Client if it was licensed since the time of the last backup (see recommenda-
tion in MVLS Outage section).

e the first two Clients to be licensed - or re-licensed as appropriate - would receive 00033370 and
00033371 respectively

e Clients that would receive serial numbers 00033372 and 00033373 will be licensed as normal.
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3. Installing and Operating a WatchGuard Mobile VPN License Server

3.1. Installation Prerequisites

Hardware:
Any commercially available Intel X86 based machine.
Backup Device: backup device with sufficient capacity to hold

Mobile VPN Li- regular system backups — see section 2.
cense Server ma- | Operating System:
chine! Microsoft Windows (32 or 64 bit) Server operating systems:

MS Windows Server 2003 or later
OS Services to be started or stopped:
None specific to the MVLS service

VPN Subnet:
Each Mobile VPN Client must be able to access the MVLS via its VPN tunnel
established to the VPN gateway.

Network Client to MVLS IP access (Firewall port) - via VPN subnet:
Note: all IP Port 12503/TCP on the MVLS machine must be accessible from each Client.
routes must be This link is secured via an SSL tunnel between Client and MVLS.
available at all Internet: HTTPS connection to NCP Activation Server (actsrvi.ncp.de)
times An IP route between MVLS and NCP Activation Server MUST be available to

allow the MVLS to periodically build an SSL VPN connection to the NCP
Activation Server. An HTTPS proxy IP address can be configured at the
MVLS to enable this connection if necessary.

Web Browser:
Web browser host machine with
Windows Internet Explorer V 8, or later
Mozilla Firefox V 7 or later
The web browser can optionally be hosted on the MVLS server machine
if this has the necessary graphics support.

Browser to Server Authentication Certificates:
During MVLS installation, a self-signed browser—server certificate is
automatically generated. This is used to authenticate the web console
browser with the MVLS.

Web Console to MVLS IP access (Firewall port):
Port 20132/TCP on the MVLS machine must be accessible from the web
console machine.

WatchGuard The following Mobile VPN Clients can be licensed using a MVLS:
Mobile VPN WatchGuard Mobile VPN version 11.32 and later
Clients WatchGuard Mobile VPN Mac OS version 2.05 and later

Administration
Web Console

! WatchGuard strongly recommends AGAINST installing the MVLS and the VPN gateway software on the same
physical machine - in such cases the MVLS service could potentially be visible to the Clients even when a VPN
tunnel has not been established.
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3.2. Installation

Ensure that the MS Windows OS is completely installed on what will become the MVLS, that the network con-
nections to Internet and VPN subnet are working and that the machine which will host the web console
browser can access the MVLS. If the web console is to be run on the MVLS machine, the web browser to be
used must be defined as the default browser.

(1) Install Mobile VPN License Server Software
e Download the MVLS installation package from the WatchGuard website as a compressed (zip) file

e Using Windows Explorer, browse to the download directory and unpack the downloaded file to a work
directory.

e Browse to the work directory and execute the “WatchGuard_MVLS_Win3264_aaa_bbb.exe” file with
administrator rights (RT mouse, run as administrator) to call the Installation Wizard.
(aaa = version number, bbb = build number)

| x

y o 5
‘Watchguard Mobile ¥PN License Serves 1.02
Build 7

License Agreement

Press “Next” to display the standard WatchGuard
license terms for the MVLS software®

Press “Yes” to accept the license
terms and display the final screen

Flease read b Frlnwnn izense agreement corhilp

MCP engiresing Softuaie InstallGhield Wizard Complete
[az of Segtember 2011)

The temms al the Lic=re I The | ratalSheld Wizard hos suceshily netalied Webchguard
lefeied i hereinalte) az Y Mchie VPN Lenss Server Click Firish b et the vizard

|
[&] Lawnch Browser for Carfigueation

[ you accepl sl the s
wllchse Toisdl'wach

o If the Administration Web Console browser is to be hosted on the MVLS server, ensure “Launch
Browser for Configuration” is ticked and press “Finish”. Continue at step c) below.

NOTE: this will launch the machine's default browser.

o If the web console browser is to be hosted on another machine, un-tick the “Launch Browser for Con-
figuration”, press “Finish” and continue with the next step.

2 Note: not all diagrams in this document reflect the latest version of the MVLS software.
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(2) Call the MVLS Administration Web Console
At the machine hosting the web console browser, start the browser and enter the following URL:

https://DNS_VLS:20132
where DNS_VLS is either the IP address or DNS name of the MVLS

(3) Web Browser <> Web Server Authentication
As an HTTPS URL has been entered, this invokes the HTTPS client <> server authentication process.

% This Connection isf add secuity Evception o
[ty | I Witsbibiolispssissisin - :
i i SR = = Accept the certificate exceptions at the
are guing to the vight place, HA|  SETVET ;
W:atgshculclgll:nf Lacation:  hitpsy/fwin-k1Bagl 107020132 logout hem| et Cenificate | browser and download the C_ertlﬁcate to
Compeste s be used to mutually authenticate the
F you usually connect to this sg T ¥
rmperamete the dhe, andyou§y  This ste sltempts to identity el with invale information. vew | browser and MVLS server.

et me ouk of herel Unknown Identity

Certificate is not trusted, hasauss # hasn't been verfied by 3 recogrized autharity.
Technical Details

I Understand the Risk

If wou understand what s going |
you trust the site, this. error |

Den't add 2 exception unless §|
idertification.

Adel Bvception...

[#] Permanently store this exceptian

Lanfirm Secu»q(EkcspLionl [ Cancel
L3

(4) Define an MVLS administrator password
Enter the password to be used to authenticate logins to the MVLS:

@&ch s Mobile VPN License Server

Login

Enter the pEEEWU o be used to Futhenticate
Ioging in e WalkhGuand Mooile VRN License

Tt hsrifmee bt sl Enter a suitable password and press “Set
characters lan; ”
L p—— password

This password will be requested in order to login to the MVLS in future.
The Mobile VPN License Server is now completely installed and ready for use.
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3.3. Operating the MVLS

All operational tasks associated with the MVLS must be carried out via the MVLS Administration Web Console.
As this is web browser based it can be hosted either on the same physical machine as the MVLS or on a phys-
ically separate machine.

3.3.1. Starting and Stopping the MVLS application/service
The MVLS application/service is started and stopped automatically when the supporting machine/OS are

booted and shutdown respectively. There are no special procedures for starting or stopping the MVLS applica-
tion/service.

3.3.2. To login to the MVLS Administration Web Console

Enter the URL listed in b) above into the browser’s address line.

If this is the first attempt to connect to the MVLS from this browser, the certificate download process must be
carried out:

% This Connection i8] aud secunty xcepton )

o have sskedd Firefou to con Yo are about T ovestiche how Firefas identifies this site,
YOUT CONNECT 00 [5 SECure. e ic i :

y !_ Legitimate banks, stores, and other public sites will nat ask you to do this
Farmally, when you by lo conl
sre gring o e right place. H Server

s Location  htp/ ikl Bbgl 7107010132 legout heri e Cetitcaty | Get the Certlflcate

Cerificate Status
This sit= sttemats to identity iseff with imvalid infarmation

L e

Gt meout of herel Unknrwn Identity
Technical Details (oot ot iaa Sl fed by S et
1 Understand the Riski and then
iwm:": Confirm the security exceptions at the browser. (All
o subsequent connections between this the browser
. and MVLS will use the certificate to mutually authen-

[¥] Parmanently stens thiz exceptian

_ ticate each other.).
Contirm Securigy Excegtion | | cancel

The Login screen is then automatically displayed.

L Mobile VPN License S
@atchGuarcl - ’

Entarthe password fo register with the Mobile
WP License Samver

Passwornd T

[
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The first screen displayed after login is the “General” screen.

@ﬁchGuard' L Mobile VPN License Server

qeneml Licensee details will be shown here after they have been
LIEA9ES Licensee: entered during step 4.1 c) below
= The licenses purchased in a bundle must first be down loaded from the NCP Activation Server. An
nilialization fie wil them be generated on this WalchGuard Mobile VP License Server (VLS) and must
be distributed to all Clients to be licensed. Using the Iniialization file, each Client establishes a
- connection (via the VPN) o this VLS and if a license is availzble, uses it fo license the Chent. the
licEnse seflal number becomes bound to that Chient. Ho further Clients can be licensed When each
license in the bundle has been bound to & Clent.
| Download Licenses |
—

It is highly recommended that fhe WatchGuard Mobile VPN License Server's configu ration folder

i (CProgram FllesiVatchquardMobile VPN License Serverconfig) = included in the daily backup

| FoutnE. In the event that the contents of this folder are Iost and a backup IS not avaliable, all the
@g corresponding Clients must be re-licensed. T he Initialization file that has aiready been disiributed will
be void, 3 replacement wil have to be generated, distributed 1o the Clients and Used Tor re-licensing

Bundles

Bundle 1D =~ Product Version | Mo.of licenses | in use | notused | Initalization File

3.3.3. Overview of MVLS Administration Web Console Menu

The MVLS is administered via the Administration Web Console menu. The functions of each menu item are:

= ~~

landing page after login,
display status(es) of individual bundle(s)
enter new bundle details - see 4.1 b) and c)

General

Licenses - . list all individual license serial numbers in bundles
Seftings unbind serial number from Client - see 4.3

System Log _\\F"——:
ErrorLog view VLS IPaddress / DNS name and HTTPS settings
Trace Log —‘_—'_—‘:—R\—_

view details of all transactions and any errors that
occured, use Trace Log in conjunction with NCP support

Change FPasswoard

Info

view VLS version number

Logout

| change password used to protect access to VLS Admin. web console
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4. Managing Licenses

This section describes in detail how license bundles are downloaded to the Mobile VPN License Server and
how Client licensing is performed

4.1. Setting up the MVLS after Installation

You will have received a document from WatchGuard giving the details of the License Bundle(s) you have
purchased. Keep these at hand while you are carrying out the following steps

a) Login to the MVLS Web Console

Login to the MVLS web console using the browser, as described in section 3. The MVLS General screen is
displayed but without any Licensee details (as this is the first time the MVLS has been accessed):

‘ A Il YD) AR Sarvear
@atchGuard & Mobile VPN License Serves
General
Licenses Licenses:
The licenses purchased in 3 bundie must first be downloaded from the NCP Activation Server. An
Initizlization file will then be generated on this WalchSuard Mobile VPN License Server (VLS) and must
be distributed to all Chents fo be licensed. Using the Initialzation file. each Chent establishes a
e conneclion (via the YPN) lo this VLS and if a license is available, uses it to icense the Client, the
license senal number becomes bound to that Client. No furtner Chents can be icensed when each
license in the bundie has been bound fo a Client.
_ Click here to download a new bundle of licenses from
Download Licensas = the NCP Activation Server
B
) " | o 1 in 1 ; o
that the ¢ ostand
mis =
Il have o be gene!
Bundles
Bundle 1D~ ! Stato , Product Na. ol licanses , In uge | not used ! Initialization File ! Info l

b) Enter Bundle Details
(If adding additional licenses, click General -> Download Licenses to display the "Download Licenses” dia-
log):

Download Licenses

Enter the Bundle ID and Bundle Key received from NCP in order to download
the purchased licenses from the NCP Activation Server.

Bundie ID - B27000014 NOTE: Enter the details provided by
WatchGuard in the respective fields

Press “Next” to continue. (If adding
additional licenses, continue at 4.1 f)
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c) Enter Licensee Details (only if not yet entered)

As this is the first bundle being entered into the MVLS’s database, you are now prompted to enter Licen-
see details. The 3 lines are free format and are displayed at each Client when it has been licensed.

Download Licenses

Enter the licensee name (e.g. Company Name, local support email address
efc._,) and other information that may be relevant.

Important: This will be displayed at all Clients licensed from this bundie and
cannot later be changed. The first line (mandatory) must be at least 4
characters long.

Licensee :
MyCompany, MyStreet 44, MyTown, 12345 CA, USA
Respaonsibility for VPN Client Licenses: J. Anybody NOTE: Once the |nf0rmat|0n has

been entered, it cannot be altered or
deleted.

E-mail ITadrninistrator@mvcompnv.ccm|

Check the details carefully before
pressing the “Next” button.

d) Select or enter IP Address or enter DNS Name

Next select the IP Address by which all Clients will communicate with the MVLS. If a DNS Name is to be
used for the server it must be entered here.

Download Licenses

Enter the DNS Name or IP Address of the WatchGuard Mobile VPN License
Server. During normal operation, the Clients MUST always be able to
communicate with the VLS (via the VPN) in order to verify license status.

IP Address / DNS Name of Select an IP Address or enter the DNS
WatchGuard Mobile VPN Licens 172.16.14150 Name and press “Next”

NOTE: Changing the IP Address of the MVLS machine at any time after it has been configured here will
cause all currently licensed Clients to become unlicensed — those Clients would then be unable to under-
take the regular validation of their licenses against the MVLS database. See section 4.5 for an overview of
the actions involved in changing the IP address in this situation - however, you are advised to contact

WatchGuard support if it becomes necessary to change the MVLS IP Address once Clients have been li-
censed.
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e) HTTPS Proxy to be used or not?

If an HTTPS proxy must be used to enable communications between the MVLS and the NCP Activation
Server (see Overview Section 2.2), this

must be enabled and the details en-
Download Licenses tered here.

The WatchGuard Mobile VPN License Server must be able fo communicate with
the NCP Activation Server via an Internet connection. If a Proxy Server is
required for this, enable "Use HTTPS Proxy” and enter the data requested
(username and password optional).

[T: Use HTTPS Proxy

Proxy |P Address / DNS: |

Proxy Port: |{].
Proxy Username: |
Proxy Password: |

f) Download Licenses from NCP and generate Initialization File

At this point the MVLS establishes a connection to the NCP Activation Server and the license details asso-
ciated with the bundle selected are downloaded to the MVLS. The Initialization File is then generated and
can be downloaded to any media (USB stick etc.) accessible via the web console machine.

Download Licenses

The licenses have been downloaded from NCP. An Initialization File has been
generated which should be downloaded using the link below. This file must be
distributed to all Clients to be licensed from the current Bundle. During Client
activation the file's contents are required to obtain a license from the VLS: the
Client will establish a connection (via the VPN) to the VLS which will bind the
next available license/serial number to that Client. When all licenses have been
bound to individual Clients. no further Clients can be licensed/activated.

NOTE: If you wish to download the

Initialization File immediately, click

the link here and download the file
Link to download the Initialization File (see details in Section 4.1 j) and
press “Close”,

otherwise just press “Close”
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g) License Details now stored in MVLS

The “General” screen is now re-displayed and now shows the Licensee details and an overview of the li-
censes associated with the bundle you purchase

ﬁChGuard' Mobile VPN License Server

Genaral

General
License=:  MyCompany, MyStreet 44, MyTown, 12345 CA, USA

Responsibility for NCP Client Licenses: J Anybody
E-mail: Madministratonf@mycompany. com

Licenses

The licenses purchased in a bundie must first be downloaded from the MCP Activation Server. An
Initialization fike will then be generated on this Watc hiGuard Mobile VPN License Server (VLS) and must
be distributed to all Chients to be itensed. Using the Intialzation file, each Clhent establishes a

cannection (via the YPN) to this VLS and if 3 ficense is available, uses it to icense the Client, the
license senal number becomes botind to that Client. No further Chents can be leensed when each

Ehange Pazsward license in the bundle has been bound fo a Client. D&
Downboad Licanses |

ILis highly recommended that the WalchGuard Mobile VPN License Servers configuration folder
(ChProgram FilesWWatchguardMaobile VPN License Serverconng) s inciuded in the daily backup
routing. In the event that the contents of this folder are 105t and 8 backup 1s not avaliable, ail the
carrespanding Clients must be re-licensed. The Initialization file that has alresdy been distributed will
be vold, a replacement will have to be generated, dismbuted o the Cllents and used for re-licensing

Bundles
Bundle ID = | Stato | Product No. of licenses | Inuse | notused | Inidalizatlon File
B27000014 wlid WalthGuars Matiia VPN VL) 113 10 [t} 10 Download Il

h) Displaying Bundle Details - Serial Numbers Used / Available etc.

To display all Serial Numbers that have been downloaded from the NCP Activation Server, press the “Li-
censes” menu tab. This displays all licenses for all bundles that have been registered with this MVLS.

@ﬁchGuard'

General
Licensef]

Mobile VPN License Server

Licenses

Serial Number

Search Unbind License

Items per page:

System Log

27000015 B27000014 | WatchGuard Mobile VPN (VL) 113 available

27000016 B27000014  WalchGuard Mobile VPN (VL) 113 available
27000017 B27000014 | WalchGuard Mobile VPN (VL) 113 available

27000018 B27000014  WatchGuard Mobile VPN (VL) 13 available

27000019 B27000014 | WalchGuard Mobile VPN (VL) 113 available

27000020 B27000014  WatchGuard Mobile VPN (VL) 13 available
27000021 B27000014 | WalchGuard Mobile VPN (VL) 113 available

27000022 B27000014  WatchGuard Mobile VPN (VL) 13 available
- 27000023 B27000014 | WalchGuard Mobile VPN (VL) 113 available
27000024 B27000014  WalchGuard Mobils VPN (VL) 13 available
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i) Downloading the Client Initialization File

The Client Initialization File can be downloaded at any time. Call up the “General” screen and proceed as
follows:

@gch(}uard' Mobile VPN License Server

General
Licensee:  MyCompany, MyStreet 44, MyTown, 12345 CA, USA
Responsibility for NCP Client Licenses. J Anybody

- E-mail [Tadministrator@mycompany com

The licenses purchased In a bundie must first be downioaded from thie NCP Activation Server, An

INIZIZAt0 fle Wil hen be generated on this WALNGUArd Mobie VPN License Server (VLS) 2nd must

be distibutied 1o ai Clients 1 be lcenged. Using the intalzation flie, each Client estanisnes 2
connection (via the VPN lo this VLS and if a license s avalable, uses 1o cense the Client, the

license serial number becomes bound 1o that Client. No further Clients can be lcensed when eath

Changn Password license in the bundie has been bound toa Clienl
| Download Licenses
S

It is mighly recommenced that the WatchGuand Moblle VPN License Servers canfiguration folder

# {CProgram FliesWiate hguardifobile YN License Serverconfig) i included in the daily backup

,{JLE routing. In the event thatthe contents of this folder are i0st and 3 ackup & not avallable, all the
i i corresponding Clients must be re-licensad The InItEIZaton Tile that has already been distributad wil
& wold, 2 replacemeant will nave 1o be generated, distnbuted to the Clents and used Tor re-lcensing.

Bundles _
Bondio 0+ [ swe [ br Venion | No.ofisrses | i u mg-
[zro00: | [ L oo\ ;

<z

Select the “Download” link of

e _ the bundle Initialization File
oluf Opening BO0035013tie = et which you wish to create and
:Ia‘;u You have chosen to open: press RT mOouse.
ié“ﬁ || BODO35913.liskic
which isa: [islic File (373 bytes)
from: https:/flocalhost:20132 In the browser’s download window select the
Whetsbonid Firstox da witiebe e “Save file” option and browse to the location
| © Qpenwith | Browse.. where you wish to save the file. This is the file
:g b ® SaveFile that will be used for Licensing the Clients — see
ribu || Do this automatically for files like this from now on. Sect|0n 4.2
NOTE: This file can only be used to license Clients
that correspond to the Product and Version Num-

ber defined in the original bundle.

e S = —
‘ version NO. of Icenses in use not use:
il o Nyl o
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4.2. Licensing a WatchGuard Mobile VPN Client

The following items must be distributed to each Client to be licensed:

e Initialization File created in step 4.1 i)

e .wgx format Connection Profile file (also referred to as a User Profile file)

e a key/passphrase used to decrypt the Connection Profile file.
The exact distribution method is not described in this document as it is customer dependent.
The procedure to be followed is dependent on the type of Mobile VPN Client being licensed.
4.2.1. Licensing a WatchGuard Mobile VPN Client.

a) Check IP Connection to VPN gateway

Once the OS on the Client machine has been installed, check that the connection to the IP communica-
tions network is working correctly.

b) Install WatchGuard Mobile VPN Client software

e Install the WatchGuard Mobile VPN Client software using standard WatchGuard installation proce-
dures.

¢ When rebooted after the software installation, the Client software is automatically started and the
monitor displayed - this makes use of the 30 day free-trial license delivered with the Client.

c) Import the Connection/User Profile (.wgx format file provided by System Administrator)
e Copy the supplied .wgx file to a convenient location (desktop in the illustration below).

e Whenever the software is started without a Connection Profile having first been created, the user is
prompted to create one. Select "Yes", "Profile Import" and then use the Import Wizard's browser to
import the supplied profile from the location chosen; enter the Key/Passphrase when requested.

[ § WatchGuard Mobile VPN (i

Connection Configuration View Help

Lonnection Profile; LConnection:

New Profile Wizard {vpn 1

. Decrypt User Profile
New Profile Wizard

New Profile Wizard ‘
—_— Select User Profi ——
§ WatchGuard Mobile VPN l = Connection Type Type the passphrase or i
Define type of conn passphrase, contact youl =
Connection Cenfiguration View Help Signal WiFi |_J
———————— .
LConnectian Profile C DpEoEseieah W poor excellent
_ Link to Corporat
v| L = X it Key or Passphrase: Tip of the day: How to use automatic o
Create a linktot T i datect WatchGuare
- . by IPsec. [ I media ion.
WatchGuard Mobile V Statistics
| (7 Link to the Interr s neoiy Time online 00:00:00 | Timeout (seck 0 sec
‘ Na coni { "I There is no | Create a conned ChUsers\bb\D4* Data (Tx) in Byte: 0 Phicciaeri
. k-4 Do you wan Data (Rxjin Byte: 0 Link Type: Wi-Fi
ik for creating (@) Profile Impart Speed (KByte/s):  0.000 Encryption
Tip of the day: Howto L Import a configlL s
. e oftware not yet activated
media detection. (Valid for another 30 days) Actnrat\onﬁ
Statistics: Yes
Time online: pool __ ——— <Back || net> | | canea
Data (Tx) in Byte: 0 Direction: §
Data (Rx) in Byte: 0 Link Type:
Speed (KByte/s):  0.000 Encryption: [ = Back ” Nex‘tﬁ I Cancel I
L |
Software not yet activated H —
(Valid for another 30 days) Liha) < Back Cancel
[ 4

e The Connection Profile imported will be used to establish a VPN connection via which the Client soft-
ware will be licensed - described in step 4) below. Thus it is important that the Connection Profile pa-
rameters in the .wgx file are correct; errors could result in the Client being installed but not licensed.
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d) License the WatchGuard Mobile VPN Client Software
Licensing an individual WatchGuard Mobile VPN Client is a two-step process as follows:
(1) Import the Initialization File and run the software activation process
There are two methods for importing the Initialization File,
either:
i. Use the Software Activation Wizard
e Copy the Initialization file to a convenient location

- — -
; = : Soitware Activation Wizand =
I WatchGuard Mobile VPN w Elﬂlg i = L—
s = > = [ sotware Actwation Wizan Initilizatian File Status -
Conn ection Conflguratlon V‘ew Help | The Initishzstion File i being read and checked. W ’ haLsar
- - | Initialization File -
; | Saftware Acthatian Wizsd
Connection Profile; LConnectio I WhinEialzation: Eily ¥ Connection:
nilialization File s being anecked and (e Beenting prepared.
" Adtivation Mode
| cli enﬂ—DSK b I I ‘What kind of activation mode shof
— —| | Prease sebect the Inttislicay
e s { lient atthe L
Lome LSS Lo iipladondey ¥ Chading
Instatied Sattware Vi A N T——
During the cning actuation B
a Product: and verified by sn WCE actrat] Initialization File:
Moy Aftes & successtul verfication | 27 =
_— ServicaPac enabled as 3 Pl version. C\Useribb! Des
Checang was successtul
i? » _8 P‘ Licensed Sattware Vi Offine Activation During establishment of thee nest conmection, the Cllent will be icensed automaticany.
T \
{L" N ’ Produsct: The Beensing mformation has
i Ven i ctivatron data fil 1
Tip of the day: How to automatically lo 5,,.:n;.,. NCP actmation u:\':tw e Wf hGuard
to an hotspot. Tyne: Thit Activation Senver will resp L RS
Actwation: 2, The sctmation code I need ———
Statistics: n Finjsh
; 3 ) acthation /Licensing | @ AtVation using Initialization B
Time onling: 00:00:00 Timeout R The Client authendicates itsell = 14 0 sec
o 2 2 3 by th, < > & + 2.
Data (Tx)in Byte: 0 Direction| 2nd| sl L R |kl Direction: =
Data (Rx)in Byte:. 0 Link Tirps By iceiising the il P " Link Type: LAN
Speed (KBytels), 0000 Encrypti Lermy of tne liceny L ! cblOhp || 0N ] Speed (KBytelsy:  0.000 Encryption;
Prepared for using a license server — Software not yet activated
(License Server) | heo aoe | (Valid for another 30 days)
L —

e Click the "Activation" button to call the Activation Wizard

e Select "Activation using Initialization File", follow the prompts to browse to the location of the
Initialization File, and select that file.

or
ii. Restart the Client Monitor with the Initialization File stored in the Client's installation directory
e Stop the Client

e Copy the Initialization File to the Client's installation directory
( default: C:\Program Files (x86)\WatchGuard\Mobile VPN)

e Re-start the Client.
Note: The copy of the Initialization File stored in the installation directory will be deleted af-
ter being read if this second method is used.

Regardless of which method is used:

e The contents of the Initialization File are checked and if valid, the “Check Successful — Licens-
ing will be completed when the next VPN connection is established.” message is displayed by
the Wizard.

e The activation status is displayed in the lower frame of the Client Monitor:

Pr_epared for using a license server
[License Server)
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Complete the Client licensing by exchanging licensing details between Client and MVLS via the Corpo-
rate VPN

Establish a tunnel to the VPN gateway using the Connection/User Profile imported during step 3)
above. During connection establishment the following takes place automatically:

the Client establishes a connection to the VPN gateway - the
yellow, "connection being established bar" is displayed ‘

Tunnel Setup

when the VPN tunnel is established, the Client Licensing soft-
ware establishes a connection to the Mobile VPN License l —
Server - the connection bar changes from yellow to orange. ==

The next available license (serial number) will be selected and
licensing details transmitted to the Client — the connection bar ‘ i
changes from orange to green. e

Licensing is now complete for this Client, indicated by the licenses status no longer being displayed in
the lower frame.

From this point onwards the WatchGuard Mobile VPN Client is fully licensed and can establish VPN
connections as required. No further activity is required in connection with licensing UNLESS there is
an outage at the Mobile VPN License Server — see section 4.4.

NOTE: If an attempt is made to license a Client when all the licenses in a bundle have been used,
then the message “Licensing operation failed” will be displayed and logged.

NOTE: In steps ii. & iii. above, if a VPN connection is established and the onwards connection to the
MVLS is established immediately , the connection bar will only flash orange briefly before switching to
green.

NOTE: In step ii. above, if a VPN connection is established but the onwards connection to the MVLS
cannot be established, the connection bar will remain orange. Check that the MVLS is reachable from
the VPN.
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4.2.2. Licensing a WatchGuard Mobile VPN Mac OS X Client.

a) Check IP Connection to VPN gateway

Once the OS on the Client machine has been installed, check that the connection to the IP communica-
tions network is working correctly.

b) Install WatchGuard Mobile VPN Client software

e Install the WatchGuard Mobile VPN Mac OS X Client software using standard WatchGuard installation
procedures.

e When rebooted after the software installation, the Client software is automatically started and the
monitor displayed - this makes use of the 30 day free-trial license delivered with the Client.

c) Import the Connection/User Profile (.wgx format file provided by System Administrator)
e Copy the supplied .wgx file to a convenient location such as the desktop

e Import the profile by dragging and dropping it onto the Client monitor; enter the .wgx passphrase
when prompted.
Note: whenever the software is started without a Connection Profile having first been created, the
user is prompted to create one. Select "Yes", "Profile Import" and then use the Import Wizard's
browser to import the supplied profile from the location chosen; enter the Key/Passphrase when re-
quested.

e The Connection Profile imported will be used to establish a VPN connection via which the Client soft-
ware will be licensed - described in step 4) below. Thus it is important that the Connection Profile pa-
rameters in the .wgx file are correct; errors could result in the Client being installed but not licensed.

d) License the WatchGuard Mobile VPN Mac OS Client Software
Licensing an individual WatchGuard Mobile VPN Mac OS Client is a two-step process as follows:
(3) Import the Initialization File and run the software activation process

There are two methods for importing the Initialization File,

either:
Watchguard Mobile VPN

 comeion [ - i. Use the
[ N Software Activation Wizard

‘Cannection Profiie
:Teswer:inqu IPsec mative

s I e Copy the In-
itialization file to a conven-

ient location

Activation Mode

Online A

Priactucr Wanchgeard Mabile WP

*‘! Version 203 aild 042

SardcoPack:

Progu: Wabchguzrd Wobile WPk
Version

cabes itvelfwith the Licerne Server Laing th S s

dministrator. During this onocess toe C
chen aczivared. Tipe Frepared for using 4 license serves
Activaticn ot ackivated

Ucensed far <=

< Back _ Next >

Lienzing

Eerms of the lcerae
TG To erubde the Full varsion, the saftware must be licensed, This requires &
v

PRI seridl nusnber and o matching activation ke,

By Bcensing the softwant you agree to abide by the
terrn of the koamae

Close

[ ]
© NCP engineering = www.watchguard.com = WatchGuard Mobile VPN_License_Server_200_en.docx
= Subject to change without notice
Page 23 of 34



&chGuard

WatchGuard Mobile VPN License Server (MVLS)

Using an MVLS to manage Mobile VPN Client licenses

e Select "Activation using Initialization File", follow the prompts to browse to the location of the
Initialization File, and select that file.

or

ii. "Drag and drop" the Initialization File from a directory to the Client monitor. This automatically in-
itiates the Software Activation Wizard as in i. above.

Regardless of which method is used:

e The contents of the Initialization File are checked and if valid, the “Check Successful — Licens-
ing will be completed when the next VPN connection is established.” message is displayed by
the Wizard.

e The activation status is displayed in the lower frame of the Client Monitor:

Pr.epared for using a license server
[License Server)

(4) Complete the Client licensing by exchanging licensing details between Client and MVLS via the Corpo-
rate VPN

Establish a tunnel to the VPN gateway using the Connection/User Profile imported during step 3)
above. During connection establishment the following takes place automatically:

iv.  the Client establishes a connection to the VPN gateway - the
yellow, "connection being established bar" is displayed ‘

Tunnel Setup

v.  when the VPN tunnel is established, the Client Licensing soft-
ware establishes a connection to the Mobile VPN License ‘ —
Server - the connection bar changes from yellow to orange. =

vi.  The next available license (serial number) will be selected and
licensing details transmitted to the Client — the connection bar
changes from orange to green. = i

Licensing is how complete for this Client, indicated by the licenses status no longer being displayed in
the lower frame.

From this point onwards the WatchGuard Mobile VPN Client is fully licensed and can establish VPN
connections as required. No further activity is required in connection with licensing UNLESS there is
an outage at the Mobile VPN License Server — see section 4.4.

NOTE: If an attempt is made to license a Client when all the licenses in a bundle have been used,
then the message “Licensing operation failed” will be displayed and logged.

NOTE: In steps ii. & iii. above, if a VPN connection is established and the onwards connection to the
MVLS is established immediately , the connection bar will only flash orange briefly before switching to
green.

NOTE: In step ii. above, if a VPN connection is established but the onwards connection to the MVLS
cannot be established, the connection bar will remain orange. Check that the MVLS is reachable from
the VPN.
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4.3. Client License States and Transferring Licenses between Clients
License Bind and Unbind

In certain circumstances it may be necessary to transfer a license from one specific Secure VPN Client to an-
other. This section describes the steps required to unbind and bind licenses and hence achieve the required
license portability.

Detailed Procedure:

When Clients have been licensed and the system is running as normal, the “License” display at the MVLS
console will look similar to the figure below:

Licenses
Senal Number: g e Unbind License

27000115 BZTDI0014 | WalchGuard Mutile VPN (VL) 113 used  Markeing_{ 2013 BE04 63R 27

27000016 B2TDIOOT  WaAChGUard Mobila VPN (VL) 13 availabis
27000 7 B2T0O00014 | WalchGuard Mobila VPM (WL} 113 available

T 27000013 827000014 WalchGuard Magils VPN (vL) 13 availsbis

27000019 B27000014 | WalchGuard Matile VPN (VL) 11.3 available

E 27000020 B27000014  WalchGuard Mosile VPN (VL) 1.3 avallanle
27000021 BETOIO014 | WalchGuard Mosiis VPN (YL} 113 suailanis

27000022 HITD00014  WalchGuard Momile VPN (VL) 113 auallatie
27000022 RITOOO0T4 | WrstehGLiard Masile VPN (VL) 11 auilatle
27000024 RITOAOT  WalchGuard Mobile VPN (VL) 111 auailatie

T e
License can have the following statuses:

“used” If a Client has used a License (Client’s hostname listed in “hostname”
column)
“available” If the license is still available

A Client (hostname) with a license status “used” can be unbound from a license/serial number by selecting
the license and pressing “Unbind License” — that license/serial number will then show “available”.

When a license/serial number has status “available”, the Client licensing procedures described in section 4 can
be used to license any un-licensed Client.
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4.4. Adding Additional License Bundles

Use the procedures in step 4.1 b) onwards, to add additional bundles to the MVLS's database. Screen im-
ages below illustrate how that additional information is displayed and can be sorted.

@achGuard' Mobile VPN License Server

General
Licensee:  MyXompany, MySirees 44, MyToan, 12345 CA USA

The licenses purchased In 3 bundie must st be cownioaced from the NCP Activation Semver An
InMializztion file will then be generated on this WalthGuard Mobile VPN License Server (VLS) and must
be distribwied 10 3l Clents to be lcensed Using the Iniliakzation file, each Client estabiishes a
CONNECTION (Via e WPNY I s VLS and IF @ lcense (s availabie, uses I 10 IGense (he Client, the
Ieense serial number Decomes Dound 1o that Chent Mo further Clents can be lcensed when sxh
licenzsz in the bundie has been bound to a Clienl.

Dawriesdiicenses |

& 5 hughly recommended that the Watc hGuard Mobike VPN License Server's conbiguration folder

) (C:\Program Files'Waichguard'hobile WPN License Servericonfig) 5 noluded m the daily backup
routine. in-the event ihat the conlents of this folder are iost and a backup is not available, sl the:
tomesponding Cllents must be re-licénsed. The Inikalization fie that has aiready been distributed wil
b void, & replacement will Rave to be generated, distributed to the Clients and ussed for re-lcensing

Bundles
5 Product Vorsion | No. of licansas m not usod | Initialization File | Info
BI7000028 valid WatchGuard Mobil YPN Wac OF (VL) 20 10 o 10 Dovnlcad Info

B27000041 walid WatchGuard Mobad= VPh (VL) 13 2 a 2 Dowenload Info.

NOTE: All serial numbers that are associated with bundles downloaded to this MVLS are displayed in the
“Licenses” screen. This list can be sorted by clicking on the header bar of the corresponding column.

@atchGuard Mobile VPN License Server

Licenses
serial Humber. 3 Hostname - S Lirkind Licenae
Serlal Humber = | Bundle 10 | Produc | Version | Stae | Hosmame | Last connect
ITD0O018 B27000014  WatchGuard Mokije VPN ML) 113 avaitablz
2T000ME B27000014  WatchGuard My WPHL) n1 avaitablz
27000017 B27000014 | WatchGuard Mobile VPN L) 1.3 vaitakle
27000018 B27000074  WatchGuard Mobile VPR ML) 1m3 availablz
27000018 B27000014 | WatchGuard Mobile VPN L) 1.3 vaitakle
27000020 B27000074  WatchGuard Mokile VPR ML) 1m3 availablz
27000021 B27000014 | WatchGuard Mobile VPN L) 1.3 vaitakle
27000022 B27000074  WatchGuard Mobile VPR ML) 1m3 availablz
27000023 B27000014 | WatchGuard Mobile VPN L) 1.3 vaitakle
27000024 B27000074  WatchGuard Mokile VPR ML) 11m3 availablz
27000027 B27000025 | WatchGuard Mobil2 VPN Wac OS (VL) 20 vailable
27000028 B27000028  WatehGuard Mobile VPN Wac OS (VL) 20 available
27000020 B27000025 | WatchGuard Mobil2 VPN Wac OS (VL) 20 vailable
27000030 B27000028  WatthGuard Mobile VPN Wac OS (VL) 20 available
27000021 B27000025 | WatchGuard Mobil2 VPN Wac OS (VL) 20 vailable
27000032 B27000028  WatehGuard Mobile VPN Wac OS (VL) 20 available
27000033 B27000025 | WatchGuard Mobil2 VPN Wac OS (VL) 20 vailable
27000034 BI7T00002E  WalthGuard Mobile VPN Mac O3 VL) 20 available
27000035 B27000025 |« WatchGuard Mobile VPN Mac 03 (VL) 20 available
27000038 BI7T000026  WalthGuard Mobile VPN Mac O3 VL) 20 available
27000042 B27000041  WatchGuard Mobile VPR L) 11.3 available
27000043 B27T000041  WalthGuard Mokile VPN ML) 13 available
27000054 B27000053 | WatchGuard Mobile VPN Mac 03 (VL) 20 available

The license(s) purchased can now be merged, if required - see Merging License Bundles.
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a) Bundle ID State

The Bundle ID "State" column always displays the current state of an individual Bundle ID. State can be one
of the following values:

State Meaning
bundle has been validated and activated by the NCP Activation Server:
valid this is the normal, operating state.
bundle has been revoked by NCP and should be deleted:
revoked contact WatchGuard for further details.
bundle is no longer registered at the NCP Activation Server:
offline contact NCP for further details.

b) Bundle ID Info

Use the respective Bundle ID "Info" link to open a dialog for:
e reconnecting the Bundle ID with the NCP Activation Server,
e creating a new Initialization File for the bundle,
e deleting a revoked Bundle ID.

c) Reconnect to NCP button and "revoked" Bundles

A license bundle, previously "revoked" due to various circumstances, may need to be made "valid" again; this
will inevitably be being done under the guidance of NCP support.

In such a situation various timers within the MVLS may delay the setting of the "valid" flag.

Bundle Info

Bundie 10 B20000422
Mo. of Licenses: 10000
Greated 2014-10-08 15.03.07

For unspecified reasons, this bundie Nas been
revoked in the NCP Activalion Server and hence is no
longer usabie In your Licensing Server. Piease
contact your supplier for further details The bundle
can be deleted

[ DeleteBundgis |

To reduce the
delay, use the
"Reconnect to
NCP" button in
the Bundle Info
dialog.

| Recunnecltﬁli;. Close !

Providing the license has been suitably reset by WatchGuard, the "valid" flag will then be re-displayed after 2-
3 minutes.
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4.5. Merging License Bundles for a specific product - Merge Bundles

Use the Merge Bundles feature to merge a new license bundle, purchased and downloaded from NCP (see 4.4
above) after the original Initialization File was created, with an existing bundle (or bundles). The benefit of
the feature is that the original Initialization File can continue to be used to distribute those licenses that have
been subsequently purchased; one Initialization File is used to license Clients from a number of different bun-
dles, even if those bundles were purchased after the Initialization File was created.

Restrictions when using Merge Bundles:

e only license bundles for a specific product and a specific software version number can be merged to-
gether,

e if multiple software versions of a specific product are in use, a merged bundle of licenses must be
created for each specific product / software version number set, and

e only one merged bundle (i.e. one Initialization File) can be created per product/software version set.
Detailed Procedure:

The images below illustrate a real-life situation and are logically consistent throughout the procedure de-
scribed.

a) On the General / Bundles page, select the "Merge Bundles" link

Bundles Werge Bundlas
827000014 WatchGuard Mobile VPN m—
B27000026 val\d WatchGuard Mobile VPN Mac 08 (VL) 20 10 0 Dowmoad Infa

B27000041 wvalid WatchGuard Mobile VPN (VL) 11.3 2 0 2 Download Info
B27000053 wvalid WatchGuard Mobile VPN Mac OS (VL) 20 5 0 5 Download Info

b) On the Merge Bundles page, decide which bundle is to be the "top-level" bundle, i.e. the bundle whose
Initialization File is to be used with the merged bundle, and press its "Merge" link.

@§ch6uard> Mobile VPN License Server

Merge Bundles

Bundles purchased over time can be merged fogether, enabling a single Initializztion File, created when the first bundle

was purchased, fo continue o be used to disinbute licenses from subsequentiy purchased bundies. The ndividual

bundies of icenses for the same product and version are indicated graphically below. Colors are only used to E I -

i between produc ion combinations and are allocated top down across the whole list .
To merge one bundie with another bundle (or bundies). Xp anation:
1} Decide which bundie has the Inalzation Flie to be used with a set of merged bundies - the Top-Leve! bundle.

2} Press fhe "Merge" ink in that bundie and foliow the Instriictions on tne next screen. Hepeat to menge each of three

oF more bundies

Use the Unmerge" ink fo unmerge a bundle:

Traee Log

Change Password

info

B27000014 will

R Unmerged Bundles:
WatchGuard Mobile VEN (VL) 113 | be the top-level
B27000M4  Murber of Licensea-10 bu ndle
BTO00MT  Tamber of conees 2 = B27000041 will
TR — be merged with
521000125 Humbat o Licenss 10 B29000205
WatchGuard Mobile VPH Mac 05 (VL) 2.0 Iarge

BZ7000053  Mumber of Licenses & |
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c) In the list displayed, select the product bundle to be merged with the top-level

Merge Bundle with Top-Level

From the lIst oT one or more bundies ﬂlSp(!'y‘Eﬂ below, sebect one additlonal
Bumdle o be merged with the iop-evel bundle and press "Save" The graphlc on
"I'l.‘IElgEd Bundies" will be updated and Wikl remiect the new siate of the meTges.

BITO00041 WatchGuard Mobile VPN VL1113 - i ETles

B27000014  Mumber of Licenses-10

WatchGuard Mobile VPN (VL) 11.3 ‘

WatchGuard Mobile VPN (VL) 11.3

Unmerge
B27000041  Number of Licenses:2
L
S“k | closa Unmerged Bundles:
WatchGuard Mobile VPN Mac OS (VL) 2.0 Merge
B27000026  Number of Licenses:10
Explanation: WatchGuard Mobile VPN Mac 0S (VL) 2.0 Merge
B27000053  Number of Licenses:5
B27000014 is top-level

B27000041 is merged and can use the same Initialization File. Note: a bundle can be subsequently un-
merged by clicking the "Unmerge" link

B27000026 and 53 can be merged together as a separate merged bundle.

d) repeat steps b) and then c) for each additional bundle to merged with the top-level bundle
Note:
e at this stage, the top-level bundle will be shown in the Merged Bundles part of the diagram, and
L]

"Merge" link is displayed in the top-level only when a suitable bundle is available for merging;

no "Merge" link is displayed in B27000014 as there are no more bundles that can be merged with
B27000014.

e) when bundles have been merged, the General/Bundles screen only shows a Download link (for the Initial-
ization File) against the top-level bundle:

Bundles Merge Bundles

(omae [ swoTpoie ———|vokon [ orteones [me | sotuen | imimiontte o ||
B27000014 WalchGuard Mobile VPN (VL) M-F
B27000041 valid WatchGuard Mobile VPN (VL) 1.3 2 Infu
B27000026 valid WatchGuard Mobile VPN Mac 08 (VL) 20 10 Download Info

B27000053 valid WatchGuard Mobile VPN Mac OS5 (VL) 20 5 0 5 Download Info
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4.6. License Activation when Updating to a Newer Version of WatchGuard Mo-
bile VPN

When a WatchGuard Mobile VPN Client must be updated to a new version - for example, from release 11.3x
build yyy to release 11.40 build yyy - then the following steps must be followed in order to ensure the mini-
mum of user disruption and, in particular, that the firewall on the WatchGuard Mobile VPN, if already turned
on by configuration options, is not inadvertently turned off.

1) Download the new bundle of licenses from the NCP Activation Server and generate a new Initialization
File - follow procedures in sections 4.1. 2) and 4.1. 6)

Important: before generating the Initialization File, ensure that the MVLS configuration details - IP ad-
dress, proxy IP address/port number - reflect the actual state of the MVLS machine.

After these two steps have been carried out, the original license serial numbers from the original license
bundle will no longer be available, attempts by Mobile VPN Clients to validate their licenses will fail, and

the Mobile VPN Clients will be returned to the "Test License" / "Ready for Licensing" state. In this state,
all features except VPN tunnel establishment are disabled, meaning that the firewall is also disabled.

In order to minimize interruptions to user's work and reduce the risk of exposure to network based virus-
es etc., the next steps must be carried out without delay.

2) License the WatchGuard Mobile VPN Client Software - follow procedure in section 4.2. 3)
3) IMMEDIATELY establish a VPN tunnel to the WatchGuard VPN gateway.

When the VPN tunnel has been established, the Mobile VPN Client will automatically carry out the license
activation process, thereby enabling all features of the new software version, including the firewall if it
was previously enabled.
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4.7. Mobile VPN License Server Outages, and associated Client Recovery

Unless fundamental changes were made to the Mobile VPN License Server configuration during recovery from
a machine or OS outage, most Clients will be able to continue to use the VPN without interruption. The only
Clients affected by a MVLS outage will be those which were licensed since the last backup was performed (i.e.
the backup from which recovery was/will be performed).

Recovery procedures for those specific Clients is to simply use the existing Initialization File to re-license the
Client.

Failure to re-license one of those such Clients will mean that the user of that Client will no longer be able to
use the VPN — VPN connection establishment will fail.

WatchGuard recommends that, in the case of a MVLS outage, a general notice be issued to all VPN users
along the following lines:

LICENSING SERVER OUTAGE
e Licensing Services from the Local Licensing Server have been interrupted.
e These services will be resumed ASAP.

e If your PC/workstation/smartphone uses a WatchGuard Mobile VPN Client which was installed AFTER
“date and time of last backup”, you will need to re-license your Client when the Licensing Services are
resumed.

e You will be notified when Licensing Services have been resumed.

e Please contact the license administrator - details displayed in the Licensing section of the NCP Client
Monitor - if you require further assistance.
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4.8. Changing the MVLS Machine's IP Address - and Licensing Implications

WatchGuard strongly recommends that, when designing the network in which the MVLS will be
located, the MVLS machine's IP address allocation be performed dynamically using DNS; this
obviates the need for future changes such as described below.

If a change to the MVLS machine's IP address is unavoidable, then the Initialization File generated using the
old IP address becomes invalid and all Clients already licensed under the old IP address must be relicensed -
there are no exceptions to this rule.

Use the following procedure to change the IP address and relicense the Clients affected by the change.

4.8.1. Change the MVLS machine's IP address

1) Change the machine's IP address using the appropriate functions in the underlying Windows operating
system.

2) Open the "Settings" page and select the required IP address from the pulldown list. The list will display
addresses for all adapters configured in the machine; it is important that the correct address be selected.

@ﬁchGuard Mobile VPN License Server

3

s IP address can be selected
Settings frrore thi puidown
1P Address [ DAS Name of
s WalchSuard Mobile VRl License Senver 1921637210
— Use HTTPS Prowy
T T |
. |
Toxy Po o .
i i . 3) Enter Proxy details as necessary
rony Passuorg |
n n
and press "Save".

4.8.2. Generate a new Initialization File

1) Open the "General" page, here each license entry (line) contains an "Info" tab:
2) Click on the "Info" link against the licenses to be reapplied; this opens the "Bundle Info" window:

' Makhila VBN 1 i e o
- Mobile VPN License Server
@atchGuard e S

TN | | General
i MyEtay e T R
Responsibility for NCP Client Lice
o E-mail: Madministraton@mycomp  Bungle 10- B27000014
_
The licenses purchased in a bundie must first be Mo of Licenses: 10
nitallzation Tie Wil then be: gensrated on this Vial
be distributed 1o all Clients to be icensed. Using t Created: 2013-07-02 12:00-48
— connection (via the VPN to this VLS and il a licen
license senal number becomes bound to that Ciie .

- i : Changes to the WatchGuard Mogile VPN License
license n the bundle has been bound o a3 Client servegr. SUCh 25 Switching [P 30dress, requires a new
_ [updated) Initalization fike to be created. The

Initialization File Can also be delberalely invalidated
Diownload Licenses This new Inifizlization File, when created, will
invalidate the cument Initialzation File

Create new nitialization File

Close

3) Click on "Create new Initialization File"
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4) A message is displayed in the next window, indicating that the Initialization File has been regenerated
and pointing to the downloadable file. Download the file (or download it as part of the relicensing proce-
dure - see below) and close the window.

4.8.3. Relicense Affected Clients

As soon as the MVLS machine's IP address is reconfigured (step 4.5.1 above), all attempts by Clients to con-

nect to the MVLS and validate their license will fail. Eventually attempts to establish a VPN tunnel will also fail
and the Mobile VPN Client software will no longer be useable.

To avoid prolonged delay in bringing the Clients back online, the Initialization File regenerated in 4.5.2 must

now be used immediately to relicense all the affected Clients - use the procedure described in section 4.2.
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5. Clients - Versions supported by this MVLS version

The following Mobile VPN Client versions are supported by this version of a MVLS:
WatchGuard Mobile VPN (Windows variant) - Version 11.32 and higher
WatchGuard Mobile VPN (Mac OS X variant) - Version 2.05 and higher

6. Document Revision Status

Revision status is displayed on front page of document.

Revision Changes
July 2013 First issue
October 2014 S/W Version 2.00 release

Merge Bundles added
Mac OS X Client installation added
Various section order and layout changes to improve logical flow

September 2019 Added hostname of NCP Activation Server (actsrvl.ncp.de)
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